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Introduction 

This policy supports staff in pursuing good practice and provides a set of guidelines to define acceptable standards with regards to information obtained whilst on CESPLS’s activities.

General principles
CESPLS recognises that staff are party to sensitive or confidential information about individuals and organisations gained during the course of their work or activities. Staff are expected to exercise common sense and discretion in deciding whether such information is confidential. 
Specific statutory provisions apply to certain activities (such as the requirement on the Public Standards Commissioner to conduct investigations confidentially) and these must be strictly applied. This policy aims to set out the main requirements and give guidance but, if in doubt, staff should seek advice from the appropriate Commissioner.
Requirements

Disclosure of Information

CESPLS is committed to making the organisation as open, accountable and transparent as practicable, subject to statutory provisions. The CESPLS publication scheme provides a list of all available information about CESPLS and how it can be obtained. Staff are therefore expected to make available official information, which is not held in confidence by CESPLS, in accordance with our policy. 
Staff must not, without proper authorisation, disclose confidential information which they acquire in the course of their work or which has been communicated in confidence within CESPLS or received in confidence from others.

It is important that staff:

· only access information related to work they have been authorised to carry out

· do not disclose any information to anyone else, even if it seems trivial

· ensure that all papers and electronic files associated with the work of the organisation are kept secure.

Staff must not knowingly or deliberately take part in any activities or make any public statement which might involve the disclosure of confidential information.

Examples of confidential information include complaint casework information, personal information, contractual terms between CESPLS and a supplier or staff member and information about applicants, complainers, witnesses or respondents.
Staff will avoid talking about organisations or individuals that they have knowledge of, gained in the course of their CESPLS activities, in social settings and will avoid discussions of a confidential nature in any setting where they may be overheard.

When photocopying or working on confidential documents, staff must ensure that these are not seen by people in passing. This also applies to information on computer screens.

This duty of confidentiality applies even after an individual leaves the CESPLS’s employment in any capacity.

Data Protection Act

CESPLS recognises that information about individuals, whether on computer or on paper, falls within the scope of the Data Protection Act and must comply with the data protection principles. CESPLS will ensure that personal data is:

· obtained and processed fairly and lawfully

· processed for limited, specified purposes

· adequate, relevant and not excessive

· accurate and up to date

· not kept longer than necessary

· processed in accordance with the individual’s rights, as set out in the Act

· kept secure and protected

· not transferred out of Europe (unless the country has adequate protection for the individual).
All staff are expected to be familiar with and to comply with these principles.

Further detailed provisions are contained in the Data Protection Policy.

Grievances or concerns

Staff who are concerned about the conduct or actions of others working for CESPLS in any capacity should raise this with the appropriate Commissioner and not discuss their concerns outside of CESPLS. Please also see the Whistle-blowing and Public Interest Disclosure Policy for guidance.
Breaches of this Policy 

Breaches of this policy, particularly with regard to accessing unauthorised files or breaching confidentially, will be taken extremely seriously and may lead to disciplinary action and / or termination of any contract between CESPLS and the individual/s concerned. Ex-employees breaching confidentiality may face legal action.

	
Commission for Ethical Standards in Public Life in Scotland

39 Drumsheugh Gardens   Edinburgh   EH3 7SW

T: 0300 011 0550   E: info@ethicalstandards.org.uk   W: www.commissionforethicalstandards.org.uk

	18 March 2011
Page 3 of 3




[image: image1.jpg]